
 

Guidance on Fulfilling Your GDPR ​
Accountability When Using Hedy AI 

To: Customers (Controllers) of Hedy AI LLC ​ ​ ​ ​ Date: 12-NOV-2025 

Dear Customer, 

Hedy AI LLC has established the necessary contractual framework (DPA, SCC + TIA, TOMs, 
Sub-processor List) to enable you to use the service in a GDPR-compliant manner. 

To use the services of Hedy AI LLC (hereinafter "Processor") in compliance with the EU General Data 
Protection Regulation (GDPR), you, as the "Controller," must fulfill your own auditing and 
documentation obligations (accountability obligations pursuant to Art. 5(2) GDPR). 

This guide serves as a checklist for the steps you must now carry out and document on your part. 

 

Disclaimer 

This guide has been prepared to support you in meeting your legal obligations. It does not constitute 
individual legal advice and does not replace your own careful review, implementation, and 
documentation of GDPR compliance (for example, your record of processing activities, privacy notice, 
or data subject rights procedures). 

For your specific use case, please also consider other applicable EU or Member State laws in your 
compliance efforts (for example the EU AI Act, the EU Data Act), any industry-specific data protection 
rules, criminal law provisions, professional secrecy obligations, and security requirements. 

 

Prerequisites + Context 

This checklist assumes that you have already completed your initial data protection checks and have 
concluded that you are permitted to process the data with Hedy, i.e.: 

●​ You have defined a legal purpose for the processing. 
●​ You have a valid legal basis for the processing under Article 6 GDPR (e.g., performance 

of a contract, legitimate interest, or consent). 
●​ There is NO high risk to the rights and freedoms of natural persons, ​

i.e., either no Data Protection Impact Assessment (DPIA) according to Art. 35 GDPR is 
necessary after an initial review, or you have conducted a DPIA and concluded that you are 
permitted to process the data. 

●​ You do NOT process any special categories of personal data under Art. 9 GDPR, ​
e.g., health data, data on ethnic origin, political opinions, religious or philosophical beliefs, 
trade union membership. Alternatively, you can demonstrate the necessary enhanced due 
diligence through a DPIA and critical reviews of TIA/TOMs/Sub-processors.. 
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If you are unsure about any of these points, we recommend consulting your data protection officer. If 
needed, we would be happy to refer you to a data protection officer. 
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Checklist: Your Steps to GDPR Compliance 
 
The documents and annexes mentioned in this checklist can be accessed by Hedy customers by 
clicking on the "Trust Center" link in the app settings. If you are not yet a customer, you can request 
access to the documents at trust.hedy.ai. 
 

 

1. Review and Conclude the Data Processing Addendum (DPA) 

The Data Processing Addendum is a requirement of Art. 28 GDPR, without which you may not 
transfer data to third parties. 

By concluding the "Terms of Use" with Hedy AI LLC, you also conclude a "Data Processing 
Addendum" (DPA) with Hedy AI LLC. The DPA and its Annexes I to III are available in the Trust 
Center. 

●​ Your task: Review these documents and ensure that the Data Processing Addendum with its 
annexes, from your perspective, establishes an appropriate framework for the processing. 

●​ Ask yourself: 
○​ Does the content meet the requirements of Art. 28 GDPR and fit your intended 

processing? 
○​ Are the annexes to the Data Processing Addendum appropriate? 

●​ Documentation: Document your reviews and the outcome of your assessment. File this 
documentation along with a copy of the reviewed documents. 

 

2. Review and document third-country transfers (SCCs and TIA) 

Hedy AI LLC is based in the USA. Therefore, to use the services, data is transferred to a third country 
(USA), unless the processing takes place exclusively on your end device. Guarantee for this data 
transfer to Hedy AI LLC are the EU Standard Contractual Clauses (SCCs). The GDPR (and case law, 
"Schrems II") requires you to assess the effectiveness of these clauses. 

Hedy AI LLC provides you with a Transfer Impact Assessment (TIA) in the Trust Center, which 
assesses the legal situation in the USA and the additional measures taken by Hedy AI LLC. 

●​ Your task: You must understand, review, and adopt the conclusions of the TIA for your 
specific use case (your data, your transfer, your settings). 

●​ Ask yourself: 
○​ Are the SCCs effectively integrated via the Data Processing Addendum? 
○​ Does the TIA make it understandable for me that the transferred personal data has a 

sufficient and equivalent level of protection to that in the EU? 
●​ Documentation: Document that the SCCs are effective as safeguards for the transfer, that 

you have reviewed the Transfer Impact Assessment (TIA), and that you have concluded that 
an adequate level of protection is ensured for the personal data you transfer (taking into 
account the SCCs and the measures set out in the TIA). 
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3. Assess Technical and Organisational Measures (TOMs) 

Hedy AI LLC makes available to you in the Trust Center (Annex II) a detailed description of its 
Technical and Organisational Measures (TOMs) pursuant to Article 32 of the GDPR. 

●​ Your task: You must review and assess whether these measures provide an adequate level 
of protection for the intended processing via Hedy AI LLC and the specific data categories. 

●​ Ask yourself: 
○​ Am I processing only names of individuals or potentially sensitive information 

according to Art. 9 GDPR? 
○​ Do I have heightened obligations regarding data protection, confidentiality, or IT 

security? 
○​ From my perspective, do the TOMs clearly demonstrate an adequate level of 

protection for the intended processing? 
●​ Documentation: Document your considerations and the outcome of your assessment. File 

this documentation along with the TOM document. 

 

4. Review Sub-processors 

Hedy AI LLC uses sub-processors to some extent for service provision, e.g., for cloud storage or AI 
services. 

Hedy AI LLC provides you in the Trust Center with a "List of Sub-processors" in Annex III and has 
committed in the Data Processing Addendum to inform you in advance about changes to 
sub-processors. 

●​ Your task: According to Art. 28(2) GDPR, you as the Controller must (initially) approve the 
sub-processors used. Also, ensure that you have established an internal process for 
assessing new sub-processors. 

●​ Ask yourself: 
○​ Is the list of sub-processors appropriate and transparent? 
○​ For sub-processors in a third country: has the data transfer been sufficiently assessed 

and secured as per Hedy AI's Transfer Impact Assessment (TIA)? 
○​ Are the contractual provisions on sub-processors contained in the Data Processing 

Agreement sufficient to ensure that the processor’s obligations are passed on to its 
sub-processors in accordance with Article 28(4) GDPR? 

○​ What is my internal process when Hedy announces a new sub-processor? 
●​ Documentation: Document your review and approval of the current sub-processor list (as a 

copy). Record that the contractual bases (esp. for third-country transfers and the obligations 
under Art. 28(4)) have been assessed as sufficient. Also, document how you will ensure the 
assessment process for changes and how you plan to handle objections. 
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Updates 

The GDPR compliance you have established and documented with this checklist is a snapshot in 
time. Significant changes may require a re-assessment of data protection compliance. These include, 
in particular (but are not limited to): 

●​ Changes to your own processing (especially changes in personal data being processed) 
●​ Changes to your purpose of use 
●​ Expansion of use cases or application areas 
●​ Legal changes or new case law 
●​ Changes in the service delivery by Hedy AI LLC or its sub-processors 

As soon as you become aware of such changes, you should immediately check whether a new  data 
protection assessment is necessary. 

To keep the data protection documentation up-to-date as proof, a review must be conducted and 
documented at least annually - even if there have been no known changes. 
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